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Sublinear Verification for Every Computation

We sow how to ochieve sublinear verification vio, PCPs/I0P dor machine computations
MOI’Q aeneraliy: sublinear veri}ication the compui‘od'ion clescripﬂon (H\t CoMPuMi'l'oA)

is_ not impossible is shorter than tHhe computation \ s “strvetured”

The verifier must ot minimum read the description of +he compu’raHOn!

Q_ : How can we ochieve sublinear verification {:or EVERY computation ?

( Including . ones whose shortest description is the compuTation itself like o random circvit, )
An approcxch‘. HOLOG RAPHIC PROOFS (a Cu\-Sw'\d\'V\S Dot not so descriPHve historical 'I'Qrm)

Consider an offline /online model where:
o OFFLINE PhAse: the description of the computation s “encoded” into an orocle .
o Oviine PHase: the verifier hos query access to this oracle, and
moy check moltiple = statements wrt. different inpuls fo this computation,
This model Is meaningﬁ)l for TR, PCPs, Toks (as well as voriants for robusthess, P\-oxim\+7,,,,).

Topay: we formalize this idea and study constroctions for it



Indexed Languages and Relations

An indexed language is o set L={(&x) |~} where & is an index and x an instance.
ExAMPLE : CEVAL(F) ={ (C, (2in2ot)) I C:F™F ™ i a circoit and C(2in)= Zowt J

An indexed relation is o set R={(&xw)|~} where % is an index ,X an instance, and w @& witness.
The corresponding  indexed language s LR)={(%,x) ] 3w sk (£,x,w)eR}.

The valid witnesses for the index-instance pair (%,x) are RO(Ex)1={wl|(%xw)eRr},

Why the term ‘indexed” ?

EXAMFLES : An indexed relotion R can be viewed os a collection {Rﬁ}i of stondard relations Rg={(xw):(%xw)eR} .
Similarly, an indexed longuage L can be viewed s o collection {Lg}i where Lf{xi(i,X)GL}.
. C‘rcv‘.‘— SQ-hS‘F‘Qb\l\{.), over H: Hence £ ploys the tole of an index to elements in the collection.

csaT(F) ={ (C,uw) | C:FSF is o circwit and Cluw=o}
. qvad ratic equations over [F

QESAT (FF) ={ (( Puv-s pm), ww) I Pt/ Pm€ £ [X.... %] and pi(w)= = Pm(u,w)=o}
* rankK-1 constraints over fF

P\lcs(l‘F)={ ((a8C) uw) | ABRCEF™ and A-[4] o B‘[$]=C'[3]}

The index & is +o be in1‘er|>re‘l'€d as the ”Iargc\\ descrip’rion of o compufahon.



Holographic IPs

A holographic TP for an indexed lanquage L is a fuple (I,PV) st
®© Completeness: ¥ (§,x)eL, for To=T(R) B-[<P(i,x)/v1r°(x)>=l]7/l-&.
@ Soundness: ¥ (3x)€L, for T=T(8), ¥P B [<P V™ x)=I]ss,.

* OFFLive (once per index ) I(1)

y

TTo

* Owtine (any nomber of ﬁmcs)(ﬁ \\/

— —
P(&x) Neii V(x) P(gx) e V()
]
(£x)el? (£,x)el?

EFFiCiENCY MEASURES:

As in an TP exwpt we also Study

’ P\‘ODQ \Qn3+h Lo (|Qn3H\ of To over an Q\Phabe.‘r )

+ query complexity g, (number of queries by verifier fo o)



Holographic IPs

The (doubly-e{fFicie_ni-) IP for circuit evalvation thot we sow can be made holographic,
e CEVAL(F) ={ (C, Gimzen) | C:F™sF ™ is o circoit. ond C(Zin)= Zowt

def: | CEVAL(F) is the restriction of CEVAL(F) %o layered circvits C-—-{(Qdd;,mu\;)ie[,,]}.
Recall that D denotes circuit depth and W circit width.

t+heorem %q@
€&.=0 K= O(D {zg\\:xll Ii = 5. POZ(?‘:/')QI l)

LCEVAL (F) € HIP oo lel) o) o 1) th 9 P, ot 41) 1 poly (1)

$=P\ logHlEL) <€ = oqwi = D - poly (345 poly (Pia, Nour

In particvlar, H‘=D'P0|>'(W) if lH\=9(D-|03W) ar\d IFl= ™

p\'oogz Consider the GKR bare bones protocol  an TP (qug,qu) for LCEVAL(F) where Vg
has query access o the (FFH, =° \"(“) extension €:={(®i,@)iem} of C={(Qdd{,mu\i)ie[p]}.
Consider the holographic IP (I,PVv) where P=Fyr , V:=Vix , ond

T ft={(°ddi,m"’i)ier»1})== ovtpt  Tho:= {(@ 'ﬁ)ie[ol}
logW loglfFl
Eoch LDE is o function over fl"‘%_:' ond so tokes poly(llfl"’a'"') poly(w""'“’) o write down,

T IP=(Fus Vaw) We seb H={on}. Here we need }—%{% =0() and D'—:gﬁh’%:i—“ o).

M [ logW-[H _ (HI™IHL 1
Eq. Yoo if IHI= Dlog\d)/‘ and [Fl=[HI™" then r%—— M and Dlo%lH\ 1 TP o




Holographic PCPs

/[The deflinition for an indexed language L is a special case. ]
A holographic PCP for on indexed relation R is a tople (L,P,V) st
(D Completeness: ¥ (i xw)e R, for T:=T(2) and T:=P(%,x,w), lg?\-[Vm'W(X;S’)”]Zl—&.
@ Soundness: ¥ (i,x)¢&L(R), for To:= I(%) v lg’r[Vm'W(X)y) =1 & .

» OFFLive (once per index) Iii)
o
*» Onvtine (any nomber of times) // R
T LS o
Pg,x w)— VK PlEXw) - S V(x)
(2,x)eL(R)? (£ x)eL(R)?

EFFICIENCY MEASURES:

As in a PCP except thot

y proo? \en3+h is [Tol+1T] (over an alphabet X )

* query complexity is (.+q ( number of queries by verifier fo To. and T)



From Holography to Preprocessing [1/2]

A motivation to study holography is that it leads to Preprocessing ARGUMENTS .

These enable sublinear verification for ANy compufation, given o one-fime (public) preprocessing step.

A preprocessing - argument system for on indexed relation R works as follows:

I
OFFLiNE (once) 3
argument indexer o
Pk ¢ T 3 VK VK is 0. short commiment v T
A L .
(e.ca. ‘o the circuit bem% provv.d)
OnLine (muli‘iple)
W < v
X N AN —X
Q\-%umo_n\‘ prover < argvmcn'\' veribier
w _) P ~ v
A > A

In +he past we saw: PCP (or TOP) + CRH —> succinct argument  (eq Kilian's protocol )

ko\ogmpkiC preprocessing
Now we se: PCP (or TOP) 4 CRH —> succinct argument (an extension of Kilian's protoco))



From Holography to Preprocessing [2/2]
SeTor: Eve\—yone has access to a collision- resistant function h (SamPltcl from on(\amily H,\),
OFFLINE: Av\yom. com Compuie the key pair -‘:Or an index I (re-vsoble any nvmber of times):

IA (h,li?) . (ompute the encoded index: Ty := T(%),
L. Commit To entoded index: (Fty, aveo):= MTLh] Commit(T,).
3. Ovtpet key pair (pkk):= ((h, £, T5), (h, ).

ONLINE:  Anyone can use the Key pair To prove./vcrify stafements of Hhe form (& x)el
PA(PK,x,w) Vi (vk, x)

Co mpxﬁ'e PcP Shring: Tr:= P(i,x,w)

Commit to PCP string: (rt,am):= MTLh]. Commit (), it

P 1 Sample PCP randomness ge{o,l}r,

Dedvce quary sebs Qo<[l] Qelf] for Vwr(x;g).

Set answers: .= Tol@ ey " a=Ta)e XS Vimetaaly )2,
cp €)=
Avthenticate answers: pf, = MT[h]. Open (owee @) Qo,06, pfo MTTh. Chec/k (14o,Qoa, pho) 14

Q, o0, pk ;
PQ = MT[h].Oper\(aox,G) L o, pt > MT[ h] Check (T*/Q,G,Pjr‘)*i

Fime (Pa)= time (P) + O;(U O;(c;i;gﬂ) Fime (W) = +ime(V)i—Ox(q-\03Z)




Holographic PCP for NP [1/2]

We proved +hat NP has PCPs with polynomial proef length and polylegarithmic query complexity.
The PCP verifier does not (apd cannot) run in sublinear time because it reads

He NP statement beir\ﬂ Fl-ove.d (ir\ Hat case., Hhe list a¥ qvadm-h’c e.q\lah‘op\s).
We show how o achieve sublinear verification time via an HPCP (ie. with the hepof an inderer):

def: QESAT(F)= { (Cpueypm), W) | Pi, . Pm€ £ [, Xn] and piluw)=-= Fm(u,W)=O}

=0 2 = t = poly(l n )
theorem:  QESAT(F) ¢ HpcP| ~° o ooy LT ]
L Es = 01+ O(-‘ﬁo—a%i-‘-m) £=||F| loglogn (1: Poly(loan)

Via Hr\e HOLOGRAPHY - PREPROCESSiNq connec’rion, we ge+ 0. preprocessing sucemcet araumo.vd- ¥o\- NP

where: time (IA)= Poly (X,li'l)/ +ime (Py)-= Poly(x,lﬁl,lxl,lwl), +imc(\&)=Pon(A,lxl) .

The obility +o Vc.\-ib/ n Sublinear time ANY (even unstructured) NP computation is

useful in opplications (e.ﬂ_ it simplifies the tecursive use of Succinet arguments).

We prove the theorem by modifying the (non-holographic) PCP  for QESAT (FF),



Holographic PCP for NP [2/2]

Fix H He<F of sizes OClogn),0(logm) ond set Sv:= :—231?17 and Se=q8mg . Tm(0Y) =

o , A _ iy o T2 L, 06)-L, (),
I(I-(F'I"’/PM))‘ ‘ . P(X.im, XSQ) .-osj,,gxe(luelx' XS:e . P'.\‘ '".‘SQ . IEEM]K%I-\ H.X H,A
2. (X, Xy Vo Yoo 2, 25,) = s o lak)-I(a,y)-I(b2). ;
3. Ou{'p\fl‘ Tl‘o=ﬂ:&+lgv—>ﬂ: where T, := “evaluation of €' iy

P(E=(py,...pm), &, W) V(W w)

. Set a:=(uw)efF". . Sample ¢efF®

}m e_ctua“'iov\s
4o \ e_olvah' on

2.For every 6 e foe. 2

s el

* Py = > “-j"”“-sj:th‘o--jg I ) 3. Run sumcheck to check that Pr(@)=o0:

—°‘j'r'v.°| <IHel !
. Tl_sc[G‘Jzz Z\l&\ toble for { TLf3 | Z & W&(X)&(F) =0 }CI'\O.CK | eriuo«‘h'ov\
)

TN

LBeH, =~
sumeheck. cloim //P,r(a):o\\ Pt C(O",D(,F
+ ovtput Tl Le) e Vse (F, Hy, 28v,0, 2-(1H1-1) | T

)

3. Output To: F'— F that is
the (¥ Hy,s.)-extension of a.
4, Ovtput Ty, that proves that

4. Run (individwal) \ow-desree, Test on Ta:

Viar (FF, 5o, IHel-1)

/

S. Check input consistency Proojf‘ Txc.

Toa is consistent with .

(Qvery To. Gnd evaluvate w ot a Po'm‘\’.)
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Holographic IOP for NP

We obtained hOlOSrQFK\C PCPs for NP with Polynomial Froo{—' length  ond
polylogasithmic time (and query) complexity.

Q: can we . improve the (of€line and online ) Proo(-’ Iengﬂw VIO, bologmpl\ic TOPs ¢

YES, but we will need some new ideas!

def: Rics(F)=1((aBC),uw) | ABCEF™ and A-[4]o B-[4]=c-[4]}

def: s:= 4 of non-zero entries in ABC. for FRT

theorem: For every field F of size dL(s) that is smioHs,

€=0  K=0(ogs) Z=F  r=0(logs) it,pt=0(s |03S)}

Es=1/, £-=0(s) q=0(|03$) vt= 0 +logs)

RICS(F) € HIopP

» STARTING PoinT of the proof : +he TOP for RICS +hot we constrocted.

€20 k=0(logn) Z=F  r=0(logn) P+=0(S+n\03n)}
€= £=0(n) q=0(logn) vt=0(s)
* THEN: reploce a computation of the verifier that invelves AB,C  with

¥ cmooth field FF of size. L(n), RICS(F) € ToP

o holographic subprotocol where the indexer and prover help the verifier.



Recall: IOP for R1CS

P((AR.Cuw) w)

o ¥ Mefapch: fu ()= ML 147 (x)
« filx):= £ ) fal0 ~fe(x)

Vh(x)

o shift the witness:
'FWLX) :=//LDE ot Wy: Hpux = |F\\

W‘\Ql’Q W*(a) =

w(o) - (a)

Vui,\(o\)

Tobo!

¥V,£A,¥B,‘F<,h : L-)lF)

¥‘. L->F is defined os
NCVES W CVAVARCVERITCY

For each Me{ABCY:

holocsmphic lincheck
o show @M|HEM'¥L

Hih “a\lx
View H in 2 qufSZ W w

V ((A,B,C,n))

° SaMple v«

* Sample S« and check that:
Pa(5)-Fa(8) - Lels) £ hls)- vy (5)

o Low-degree tesit:
VE (F,L M) 21 Vi CF, L JHI-1) 2
V- Mefagcd: Vi (F L, I
SR LARA) £
PATE L A1) =

12



Recall: Non-Holographic Lincheck

Suppose +hat f,cd: L~fF are d-close to ?,% of degree <d.
Check tHhot %\H ;M.i\H . Debine s:=”number of non-zero entries in M

Let R(X,Y) e FIX)Y] have individual degtee <IHI st {R(X,a)}MH are lintarly independent.
Let M(X,Y) be +he (bivariate) Iow-degree extension of the matrix M:HxH = F (ioved os o bivaride funchion)
DQ{"iY\Q RM (X:Y):z Z«el—l R(X/Q)F\(Q/Y) .

P((F.L,d,H,M) (89)) VIEEF((FL, 4 H,m)

Compu'\'e R,g st <_D(_ SOLMPle oL« fF,
Ri,y)+§(Y) = R, Y)- F(y) .
= }:(Y)-VH(Y) +7-B(y) h'P‘L"’; Test that h,p are close to low degree:
— -

Vo (L d-) 21, Vo (F L IH-1) 21
So\m‘ale BeL and check that
Expensive : evalvating R and Ry ot («,p) — Rx,B)-9(p)-Rei(x,p)-F(B)= h(B)- Vu(p)+p-p(p).

et R(%,)-3(2) - Ry (%0)-F @)= 0

Fo.ck (i underlies the univariate  symcheck PI'O'\'OCO,): Let S bk o muli-ip\ico'l‘ive sobgroup,

[V ’R\X) ol degree deg(f)-| 8] Tre)= Tix). 2lx)s 6
Then 2qeq (a)=0 < EPY s I8k st £ (02 h) Ve()+x X+ A .



Holographic Lincheck [1/4]

Setting: ) T Goal
J T(MeF™")-
<) t:L-F Suppose thaf {:/3 are d-close to
£ ~ o
~— R— f,9 of degree <«d,
P(MA:'Z)K : v — g LOLF Check that %‘H = M. i\l-( ]
. ~— ‘l‘

S non-2ero entries
APproach: we choose R(X,¥) such thot
® R(X,Y) is cheop to evolvate ot any (x,pleF*
@ design o holographic IOP for claims of the form “Ry(x,pl=<t

1\

Previously: R(XY)=2, “Luo(Y) . Today: R(XY)< Vi (X) - \@(}

Observe that {R(X,a) }“GH::{ ‘;':ix; }qu equal {LHA(X)}aeH vp to constants.

Hence: * { R(X,a)}ael_, are lineatly independent
H
v ¥ abeH: if a#b then R(ab)=0 else if a=b then R(ab)#o0 A

IHI-| H

) H
Moreover, i H is a multiplicative subgroup s R(X,Y) = %H:% , R(x,x) = [HI-X

In +his case R is cheap }o evalvate |

14



Holographic Lincheck

A first attempt :

P((“:'le/H/M)/ (glg))
. Sumcheck for 2,y R(“ﬁ)ﬁ(“)—Rn(o(,a)-ﬁ(a)=o: o
COMPU’fe R,g s+ Ria,y)-g(y) - Rl y): §(y) h,P: L-FF

= RO) W) +y-B1Y) R
-2 ., L= KM(‘*/F) = Zael-l R(“JQ)° ﬁ(alp) .

T
3 . S\)MC‘)QC-k Y‘Ol‘ ZO\EH K(o(lo‘)'ﬁ(o‘lp)=t .
compute l’;z,’[;,. sk. R(O(,Y)'IC\(X,F) M

= AR XR0 T

We define +he indexer as:

L(M):= oufpu‘l' +he LDE M:LxL-F

The online proof length is O(IL)  but the of€line proof length is O(ILI*) regardless of M's sparsity,

[2/4]

VIECF((FL,4 1))

| Somple ««F.

2.V (F.L,d-I) =1, VE (FL Iu-1) 21
3.Sample pel ,

4 ,Check that

R(x,B)-g@)- T - f(B)= h(p)- Vu(p)+p-p(p).

5, Vil (FLm-1)=1, VE(FL -1)21.
6. Sample Yel and check that
Rx,¥)- IC\(X,F) = h,.(X)-VH(X)-rXoP,_(X)-I-t/u-u .

Fo.ck (i underlies the univariate  symcheck PI'O'\'OCO,): Let S bk o muli-ip\ico'l‘ive sobgroup,

Then 2 l(a)=v & 3 hW) of degree deg(f)-|3]

p(x) of degree [31-2

st Fo= V() +xp(X)+ A g1 .

15



Holographic Lincheck [3/4]

We describe the bivariate LDE ﬁ\(x,\/) in terms of the s hon-2ero entries of M,
Let KEIF be of size s.

def: The sparse representation of M is (row,col val:k »F) where Note. +hat row, col
ovtput values in HeF
Yae K, valla) = l"\[l—ow(oo,col(a)]. because. M:HxH— IF,
We con write X)’) in terms of row(x), col(x), val(x): Vo‘l @
al(a)

M(X Y) Z R(X row(@) - R(Y Col(q)) R (row(a), Fow(@) -R (<ol (), col(a)

Tdea: The indexer outputs tow, col val*. Then check the claim /F'\(B’,P)=0‘\\ Via a univariate sumcheck,

Problem: +he dtgree of the oddend is CL(HFIRD = Qln-s) Gt s quqdm‘l‘ic).

Solvtion: Using R(X,)’): V“(X:(-V“(y/ we get
Y The numerator and denominator

p\(xly) Z Valx) Vu (77 Vﬂ\*(&) &= hae degree. <IKkl=s .
aek X- l'ow(a) 7—co|(a)

We need o Ssumcheck for univariate RATionNAL functions !

16



Sumcheck for Univariate Rational Functions

Given Fg L= thot are d-close to f,§ of degree <d  and given e el
check that 2~ ”‘*)/3 . (And assume that gla)#o0 ¥ aecH.)

oecH

We extend the sumcheck protocol for univariate polynomiols.

Define the fonction w:H-F as wl):= Ha)/§(a) . Note that deq(@< IH.
Observe thot: « [ agrees with 1/§ on # & 30 st J0) - §IGK) = RGa)-vwto)
it H is a multiplicative subgrovp by the univariate sumcheck:

Zpen G0)= € & 35 of degree <IHl-I st R = x-Plxit Py

We deduce that:
lemma: I{ H is o multiplicative subgroup,
f\ of degree < d-I

Zf_@= < 7 v L0-300-(%-PX)+T/) = h(x)- Vi )
aeH §(a) ¢ ’f; of degree, <|HI-] : .P 3 ( F /Hl i

The lemmao immediotely leads to o protocol (which teste this Polynom\a\ idenﬁ’ry).

17



Holographic Lincheck

[4/4]

I ( M=(tow,cal ,val)) := ovtput the LDEs tow, col ,val: L>IF

P((F,L,d,HM) (59))
PN
Covnf\rft k p sk Rlat,y)- 3()’) RM(«/YN Y ho: Lo
=h0)Vu(Y)+Y-P(), bl el
——
T et R(xa) (o) Ry x8) Flo)=0 R
Co W\P\d’@ T:= Ry (&, p)-Zm R(«N-ﬁlw)
_T

ComPv+e I'u.,f;, st R(o( X): N(X F)
= by (0)-Valx) +: [g(xng/ﬂl M

\____\ﬁ
O\EH R(xl“) M(QIP) {
COMPU‘l‘l ¢ := [\’l\l(lf,lz) -
Compute }T,N st.
P il h,,&:L-’lF

Val)- Vi) Vol* (X)
— (%-row(x))- (p- col (x))- (X f )+ )
= [0 Vi (%)

B

5 vu(¥)  Vu(p)

val* (o)< &
aeK ¥-rowla) P-colle) (o)

VST (L, 1)

Souvxpll de I

Test Hhat h is cf—close. to degree d-1IHI.
P is d-close to degree [HI-2.

Somple fel and chek that
R(,R)-4(p)- T - f(p)=

Test that h IS d-close to degree IHI-2.
p, is d-close to degree [HI-2.

Sowv\fle YelL ond check that
R(o¥): & = h, (8- Vul¥)+3p(0)+ Ty

Test Hhat h, is d-close to degree 2IKI-3.
ps is d-dose to degree IKI-2.

Sample meL and check that

Vuld)-Vu(B)- Vol* (m)
— (¥~ () (- col (w))- (@ () + ) = Na (M- V()

h(B) - vi(B) + B-p(p).

18



Holographic Lincheck

[4/4]

I ( M=(tow,cal ,val)) := ovtput the LDEs tow, col ,val: L>IF

P((F,L,d,H,M),(59)
. Sumcheck for 2,y R(‘X,&)@(“)—Rn(o(,a)-ﬁ(a)=o: o
Compv’fe R,g s.t. R(a,y)-’c\;(y)—kn(«,y).f:(\/) h,P:L->H=

= RO) W) +y-B1Y) R
-2 ., L= KM(d/F) = Z«el-l RG‘:“)' ﬁ(alp) .

T
3 . S\)MC‘)QCk Y‘Ol" ZO\EH K(o(lo‘)'ﬁ(o‘lp)=t .
compute l’;z,’[;,. sk. R(O(,Y)°|(\’\(X,F) hM

= AR XB0 T

4, ¢ := II\\'\(X,P)
5. Sumcheck for = Vu(¥)  Valp)

- V/\l ( )
. .val (a =9 :
aeK ¥- l-ow(‘“ P-Col(ﬂ)

compute }’;3, |’>\3 st

V1) Vi [R)- Vol (X)

VIECF((FL,4 1))

| Somple ««F.

2.V (F.L,d-I) =1, VE (FL Iu-1) 21
3, Sample el .

4 ,Check that

R(<,B)-gE)- T - f(B)= h(p)- viu(p)+p-pl(p).

5, Vil (FLm-1)=1, VE(FL -1)21.
6. Sample Yel and check that
Rx,¥)- IC\(X,F) = k,.(X)~VH(X)+XoP,_(X)+t/u-u .

— (§-raw(x)- (p- el (x))- (x- £ 0+ )

= MR-V ()

19
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